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Situational awareness or situation awareness (SA)
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The role of cyberspace capacity in improving the level of situational
awareness of command and control centers

\
Author: Saeed Kafi

Abstract

In recent years, with the growth of information and communication technology, humanity has
realized the functions of cyberspace in wars. Among these functions, it is mentioned that
military organizations use cyberspace capacities in command and control in order to increase
situational awareness. Situational awareness is one of the functions of the command and control
centers, and the higher the level of this awareness, the more intelligence is provided to the
operating forces under the cover of the command and control centers. The strength of any
command and control center is its level of situational awareness. In this research, several
scenarios have been introduced by which the functions of command and control in cyberspace
are determined. In these scenarios, an attempt has been made to express the function of
situational awareness well in the form of examples. Finally, a proposed model of command and
control inspired by the capabilities of cyber space is presented. This research was carried out in a
descriptive-analytical way and it is concluded that due to the expansion of information and
communication technology, the capacity of cyberspace plays an important role in improving the
level of situational awareness and prevents military units from being surprised.
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